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1.Introduction

Business continuity planning is designed to enable academic and administrative units to continue to provide critical campus functions if a significant disruption interrupts or diminishes access to essential campus resources.  The crisis-event could be widespread or local, caused by environmental impacts (earthquake, fire, pandemic); humans (civil disturbance, crime, accident); or infrastructure failure (office flood due to water pipe break, crashed servers or hard drive).

The fundamental planning goal is to continue university operations for students at sufficient levels, notwithstanding a major disruption that limits or prevents access to campus buildings or infrastructure.  As those who managed through the 1994 Northridge earthquake know, decisions about how to best continue campus operations are dependent upon many variables.  Decisions are influenced by the nature and effect of the disruption, as well as the academic calendar, particularly during periods when classes are in session.  It is this event- and time-dependency that determines which responses can be planned in advance and what response is best determined at the moment, based on available resources.  Figure 1 maps the decision process within Academic Affairs:
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Critical functions are those activities that must be continued at sufficient levels under any and all circumstances.  Following the initial emergency response and stabilization of disruptive circumstances, the executive leadership in Academic Affairs (Provost’s Council) will take two primary actions.  First, the lines of authority and decision-making will be stipulated, based on available leadership.  It is entirely possible that the normal organizational structure may not be in place, depending on the access managers will have to the campus and the technology infrastructure.  Second, in consultation with the President’s Cabinet, the executive leadership in Academic Affairs will ensure the initiation of documented continuity plans and will decide on the most appropriate initiatives to support on-going instruction and business processes.

Based on damage assessments of the campus, some initiatives will follow previously written plans.  For other functions, the most appropriate response will be formulated as the situation warrants.  Unless an organization’s critical functions are correctly and completely identified, its plan may not effectively ensure that the most vital services can be sustained following a disaster.  Figure 2 lists the operations within Academic Affairs that have been determined to be critical to the business continuity of the campus.

Figure 2
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Recovery priorities are based on Recovery Time Objectives (RTO).  An RTO is an estimate of the maximum tolerable duration between when a disruption occurs and when the function is resumed (i.e., the maximum amount of time the function can be unavailable).  The following classification system is used for critical functions priorities.

· Priority Level 1:  0 to 3 days
· Priority Level 2:  4 to 14 days
· Priority Level 3:  2 to 4 weeks, or longer

[bookmark: OLE_LINK3][bookmark: OLE_LINK4]2. Written Plans

The campus planning objective is to continue to provide as many instructional, research, and essential services as possible through a crisis-event.  If that is not possible, then the objective is to resume core instructional, research, and essential services as quickly as possible.  Written plans are typically voluminous, addressing a broad scope of issues including such things as strategies, policies, dependencies, consequences, costs, and detailed descriptions of resources, responsibilities, and anticipated responses.

To avoid the trappings of plans that sit on bookshelves, Academic Affairs will develop concise written plans for those functions in which preparation prevents the loss of resources, or establishes a decision-making structure in advance.  Templates will be used to document the following business processes or preservation of resources:  (A) communications with students, faculty, and staff; (B) protection of data, records, and files; (C) protection of faculty intellectual property & research; (D) class scheduling; (E) student advisement and (F) community service programs.   Examples of the templates to be used are illustrated in Figures 3-8.  Additionally, units will develop narrative plans to address other critical functions listed in Figure 2.  Checklists were created to assist the units in completing the templates and narratives; Figures 9-11.  They were designed to be used as guides providing key points to address for each of the critical functions.


Figure 3 – Example of Communications Planning
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Figure 4 – Example of Data, Files, and Records Protection Planning
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Figure 5 – Example of Faculty Intellectual Property and/or Research Protection Planning
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Figure 6 – Example of Class Scheduling (SOC worksheet, class rosters, APDB, course syllabi
and materials, etc.) Protection Planning
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Figure 7 – Example of Student Advisement Protection Planning
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Figure 8 – Example of Community Service Programs Protection Planning
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Figure 9 - Guidelines/Checklist for Academic Affairs
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Figure 10 – Guidelines/Checklist for Colleges and Administrative Units
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Figure 11 – Guidelines/Checklist for Departments and Programs
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The format of narrative plans for other critical functions should contain this common information:


Organizational Unit:_____________________________________	Date:____________

Planning Responsibility:___________________________________________________

Critical Function:

Vulnerability:

Planned Response:  (chronological order)

Approval:_____________________________________________Date:____________


Colleges and departments are required to complete Templates A - F, and written narrative plans for all appropriate critical functions, with one exception.  A faculty member’s intellectual property is just that…their property.  While it may have relevance to courses taught by the faculty, it is not considered a campus business process over which the university has purview.  Therefore, faculty are encouraged to complete Template C for their own benefit (protection of faculty intellectual property & research), but are not required to submit to or keep records for the department.  Help Desk technical support staff  (x1400) in the Division of Information Technology (IT), or IT technicians in the college may be available to assist faculty with this.

The campus’ ability to continue to provide instruction and student support activities will necessitate, at minimum, the functionality of the campus IT network and access to buildings and classrooms.  Of special importance to students is the availability of course web pages, syllabi and instructional materials.  Depending on the time period within an academic year and the availability of the faculty member, it may be necessary to have back-up copies of course syllabi available for students, and potentially substitute faculty.  Departments must maintain a copy of course syllabi for all courses being offered in the current academic year. Faculty should submit their course syllabi, in electronic form, to their department and as appropriate publish their course syllabi via an accessible web page prior to the beginning of the semester.  Departments will collect and store electronic syllabi for each course on a medium that makes it portable and restorable (e.g., flash drive, external hard drive, campus U-drive).   Academic Affairs is in the process of providing an automated procedure to publish Syllabi via the web as part of the campus’ Disaster Recovery Process.  Much work is needed prior to having the system in place, and we provide additional information about the proposed approach in Attachment A.

College and department Business Continuity templates, as well as narrative plans, will be reviewed each calendar year, and updated as necessary.  Relative documentation for all critical functions will be maintained by the appropriate unit in both secure office storage and, as appropriate, off-site in the manager’s home and/or car.  In addition, The Provost’s Office will maintain copies of all Academic Affairs unit’s business continuity planning materials.

3. Plan Implementation

Academic Affairs’ business continuity planning (BCP) document was presented for approval to members of the Provost’s Council (PC) on February 5, 2008.  The Provost’s Council members include the executive leadership for all colleges, library, and division administrative units.  The BCP was approved and it was agreed that all units would complete the BCP Communication Plan template by April 30; the Records and Files template by June 30, 2008; and program-specific narrative plans by August 30, 2008.

As shown in Attachment B, the provisions to address each critical function are impacted by specific vulnerabilities.  All units in Academic Affairs share three primary vulnerabilities: facilities, data and records, and personnel.  On a large scale, the unavailability of classrooms and offices would necessarily close the campus.  Immediately following the 1994 Northridge earthquake the campus was fortunate to acquire 400+ portable classroom and administrative trailers and have the green space to locate them on campus. Today, the availability of enough portable buildings to accommodate the larger campus population would be highly improbable.  However, on a smaller scale, the campus may be able to find alternative space to accommodate the unavailability of a small number of classrooms and/or offices.  The campus response would depend on the time of year, extent of damages, and room size and functionality.

The other two major vulnerabilities can be planned for in advance, as outlined in this document.  Both the Communications template and the Protection from Loss of Data and Records template set forth a structure to document faculty and staff contact information as well as prepare in advance to secure the availability of important data and records. 
ATTACHMENT A

Planning guidelines for protection of faculty & course Web Pages and Syllabi

Overview

For instruction to resume after a major disruptive event, core communication capabilities are needed to allow departments and faculty to inform students about revised meeting locations and curriculum changes, as well as to re-engage students into the academic setting.  The three key IT-related communication capabilities necessary to resume instruction ASAP following a disruptive event include:
1. Web publishing of key faculty and course materials (e.g., course syllabus, faculty web page)
2. Bulletin Board posting of information accessible by all members of a course 
3. Email services for general dissemination of course related information

In this attachment, we provide recommendations on preparatory steps that should be taken to enable the web publishing of a course syllabus. To provide bulletin board and email services, it is envisioned that an email ASP (e.g., Google, Yahoo, etc.) could be used.  Appropriate steps, however, need to be taken to automatically provision group accounts.

Recommendations:
1. Departments should collect and post syllabi on the campus web server (www.csun.edu).
· Faculty web pages and syllabi should be incorporated into the design of department web pages.  In Web-One (our campus web content management system), faculty web pages and course syllabi should be included as links from the faculty bio section of department web pages.  
· It should be noted that two efforts are currently underway regarding syllabi that affect the timeline of this implementation. First, Faculty Senate committees are considering changes to the syllabus policies. Second, the Academic Affairs Web Team is developing standard templates in Web-One that faculty may choose to use.
· Many faculty are using learning management systems (LMS), Canvas on our campus, to post course syllabi and updates for students. 
2.  Faculty should inform students at the beginning of each academic term where to find information (e.g., faculty web page, course syllabus, LMS) about changes in course meeting times, locations, and requirements should a disruptive event occur.
3. The student information system (SOLAR) contains student rosters and email addresses for both routine communication and communication after a disruptive event.
· As noted above, alternative email services may need to be provided after a disruptive event.
· Days and Hours
· Course Number (a.k.a. ticket number)

· The page should provide a browse capability to locate course information based upon “Course of Study” (as defined by the CSUN catalog).
· The page should contain additional information used to provide salient information to students..


ATTACHMENT B
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ATTACHMENT C
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California State University, Northridge
Academic Affairs

Business Continuity Plan
DIVISION CRITICAL FUNCTION NARRATIVE


Date:  November 1, 2018

Organizational Unit: Academic Affairs

Planning Responsibility: Diane Stephens

Critical Function(s):
CLASSROOM / ONLINE INSTRUCTION

Vulnerability: 
The campus’ ability to provide classroom instruction is dependent on the safety and availability of buildings and classrooms, the ability for faculty, students and staff to travel to campus, access to power, and the functionality of the CSUN Portal, SOLAR, and CSUN websites.  Online instruction is dependent on the access to power, and the functionality of Canvas, the CSUN Portal, SOLAR, and CSUN websites


Planned Response:
The Provost’s Office and Academic Resources and Planning will work closely with CSUN’s Emergency Operations Center (EOC) and Physical Plant Management to ascertain the safety of buildings and classrooms for occupancy.  There will be constant communication with staff, faculty, and students with status updates on the physical space and the plans for continuation of instruction.  In the event that classrooms are unavailable, staff in Academic Resources and Planning will use the Event Management System (EMS) to locate available alternative spaces on campus for instruction. The continuation of online instruction is completely dependent on the access to power in the immediate area to campus. If there is damage to the University’s information technology infrastructure, Information Technology has a failover plan with CSU Sacramento to restore services needed for online instruction.  These include the CSUN Portal, SOLAR, Learning Management Systems, and CSUN websites. The Faculty Technology Center is available to provide resources to faculty for online instruction and alternate instructional methods such as lecture capture.

CLASSROOM AVAILABILITY

Vulnerability:  
Assignment of classrooms is dependent on the availability of power, the EMS scheduling system, campus SOLAR portal, email, phone system, internet, and network access.

Planned Response:
In the event of a disruptive event, administration of Room Reservations will continue to operate with the staff available in Academic Resources and Planning.  There are currently two full time staff  (Senior Resource Analyst and Scheduling Coordinator)  responsible for scheduling classrooms for departments and colleges and a third staff member (Administrative Analyst/Specialist) trained to use the EMS system.   In the event of a power failure, or the inability to access campus computers, the staff in Academic Resources and Planning are able to access the EMS scheduling system from the EMS web client using laptops.  If SOLAR and/or the CSUN Portal are not available, it will be possible to continue using EMS to schedule classrooms without the SOLAR interface for a short period of time.

College SOLAR Coordinators are trained to locate rooms in EMS for their college’s classes during the semester schedule builds.  Although rooms are often scarce during the semester, in the unlikely event that no one in Academic Resources and Planning is available to find a room in an emergency situation, the department requesting the room could view EMS to locate an open room in the building desired.


SMART CLASSROOMS FUNCTIONALITY (inventory; vendor information)

Vulnerability:
Loss of power, email, phone system and internet, network access, and equipment failure.

Planned Response:
In the event of an emergency, overseeing the functionality and maintenance of instructional equipment will continue as follows: currently, there are full-time media equipment technicians in IT.  The department of Academic Resources and Planning will alert IT of equipment needs.  If phone lines are down, then cell phones will be used to alert IT. There may be a limitation on what can be corrected if the problem is due to network and internet failure.  The systems technicians in IT will work on resurrecting those services and the media equipment technicians will help faculty to ensure teaching resumes.


 

CSUN Pandemic Response Plan
Academic Units

Introduction 

Academic Affairs protocols and activities will be developed and implemented consistent with the  existing CSUN Emergency Management Plan Policies and Procedures, the Campus Closure Integrated Communication Protocol, and the business continuity plans articulated elsewhere in the CSUN Pandemic Response Plan.

Existing Campus and Chancellor’s Office policies and procedures will govern decisions regarding students engaged in academic off-campus learning experiences or in international study programs.

Phase 1 – Interpandemic Period

1. All academic units will establish workflow procedures that clearly indicate chain of command and succession plans in the event the pandemic alert period is entered.
2. Units will follow current procedures which govern ensuring the continuity of instruction in the event of instructor/student illness and absence.  These include substitute instructors and alternative assignments.
3. All academic units should post, and place on their respective web pages, policies regarding absences and information on preventing the spread of the virus.
4. Criteria for the suspension of classes will be developed consistent with the existing campus policies. 
5. Deans and Chairs will consult with faculty to develop contingency plans for the continuity of instruction.
6. Colleges and Departments will work collaboratively to collect instructional materials that can be easily scanned into PDF, html files, WebCT, or other electronic formats which can be placed on the web portal as needed. ITR can provide access pathways for each class and section by class number.
7. Identify resource professionals in colleges and departments and begin training on the conversion of instruction materials to PDF, html, or WebCT formats as appropriate.
8. Many academic units currently use virtual administration practices.  The remaining will develop policies, procedures, and practices to provide for virtual administration of their respective units and programs.


Phase 2 –Pandemic Alert Period

1. Alternatives to classroom instruction will be initiated.   Colleges will provide, and/or coordinate with departments to provide, support to faculty to scan and convert teaching materials into the appropriate electronic formats.
2. Consistent with collective bargaining agreements, each academic unit will identify essential personnel who can provide the continuity of critical services.
3. Academic Affairs, in conjunction with ITR, will provide the means for faculty to place critical teaching and research materials on a campus or remote location server or electronic medium.

Phase 3 – Pandemic Period

1. All academic units will report faculty and staff absences and potential cases of illness to the University Influenza Manager and to HR.
2. Academic Affairs will utilize the Campus Closure Integrated Communication Protocol to communicate and implement campus closure decisions.
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COLLEGE / ADMIN UNIT

Back-up of Data/Records/Files

Access to Library

Classroom Instruction

Communication with staff

Student Advisement

DEPARTMENT / PROGRAM

Back-up of Data/Records/Files

Class Scheduling

Communication with students, faculty

Community Service Programs

Lab Animals (safety/care)

Purchase/storage of lab supplies

Sensitive and/or Hazardous Materials

DIVISION Critical Functions
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Classroom/On-line Instruction

Smart Classrooms Functionality

Back-up of, access to Data/Records

Communications with Students,

Faculty, Staff and Clients

Academic Affairs

Business Continuity Plan Decision Process

Offices/

Classrooms Open

Network

Internet Access

   Transportation

  to Campus

Equipment

Operable

Campus

Open

Access to

Buildings

Damage

Assessment

Chain of Authority

 Deans/Directors

 Assoc. Deans

 Chairs

 MARS

Management

Decisions

Executive

Decisions

 Provost

 Provost's Staff

 Deans

Chain of

Authority

--------------------

Primary Contacts

Initial Recovery

from Disruptive

Event

Earthquake

Pandemic

Fire

Flood

Water / Plumbing Outage

Power Failure

Malicious Cyber Attack

Arson

Civil Unrest

Terrorist Attack

(bomb, shooting, hazmat, etc.)

Data Corruption

Network Failure


image3.emf
Functional Planning 

Responsibility Written Plan

Recovery 

Priority 

Level 

Assistant Provost; AVPs; Directors Template A 1

AVPs; Directors Template B 1

Director, Admissions & Records Narrative 1

AVPs; Deans Narrative 2

AVP, Academic Resources & Plng Narrative 2

AVP, Academic Resources & Plng Narrative 3

MARs Template A 1

MARs Template B 1

Associate Deans Narrative 1

Dean, Library Narrative 2

Associate Deans; EOP Director Template E 3

Department Chairs Template A 1

MARs Template B 1

Department Chairs Narrative 1

Department Chairs Narrative 1

Department Chairs Template D 2

Department Coordinators; 

Department Lab Technicians Narrative 2

Faculty Template C 3

Department Chairs Template F 3

Campus communications with Students, Faculty, and Staff

Critical Function

 

DEPARTMENT / PROGRAM

Back-up of and Access to Data/Records/Files (including IR)

Admissions & Records; SOLAR Functionality

Classroom / On-Line Instruction

Classroom Availability

Smart Classrooms Functionality (inventory; vendor information)

COLLEGE / ADMIN UNIT

Communications with Staff

Back-up of and Access to Data/Records/Files

Classroom Instruction

Access to Library (first on-line, then physical access)

Student Advisement (contact information; student records)

Back-up of faculty intellectual property & research

Community Service Programs (contact information)

Communications with Students, Faculty, Staff and Clients

Back-up of and Access to Data/Records/files

Lab Animals (safety/care) - Biology, Kinesiology, Physical Therapy

Sensitive and/or Hazardous Materials - College of Education, Eng. & 

Computer Sci., Health & Human Dev., Sci.  & Math

Class Scheduling (SOC worksheet; class rosters; APDB, course syllabi 

and materials)

Purchase/Storage of lab supplies
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TEMPLATE A (EXAMPLE)

Organizational Unit: College of Health and Human Development
Critical Function:  Communications with Staff, Faculty, and Students
IDirections: Complete the following to identify information and procedures for communicating with staff and faculty
[Responsible Person
Type [Neme of Vital Record (Position Name) |Record Location |Preventative Action to Avoid Loss
[Manager of Acadermic [Back-up file to flash drives held by Dean. Assoc. Dean, and MAR
o Spreadsheet |Staf phone numbers (cell, home) IResources [Flash Drive - locked file cabinet A _|Store in safe but accessible place.
[Back-up file to flash drives held by Dean. Assoc. Dean. and MAR
o Spreadsheet |Faculty phone numbers (cell, home) _|Admin Support Coord II_|Fiash Drive - locked fle cabinet A__|Store in safe but accessible place
[Manager of Acadermic
o Emergency Phone |Satelite phone IResources |Dean's office, locked file cabinet A _|Keep charged
[Manager of Acadernic. [Back-up file to flash drives held by Dean. Assoc. Dean. and MAR
» Word File |Staff email (CSUN and/or personal) __|Resources [Flash Drive - locked file cabinet A _|Store in safe but accessible place.
[Manager of Acadernic. [Back-up file to flash drives held by Dean. Assoc. Dean. and MAR
» Word File IFaculty email (CSUN andlor personal) _|Resources [Flash Drive - locked file cabinet A _|Store in safe but accessible place.
[Manager of Acadernic. [Back-up file to flash drives held by Dean. Assoc. Dean. and MAR
© Word File. |Student email (CSUN and/or personal) |Resources |Flash Drive - locked file cabinet A _|Store in safe but accessible place.
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TEMPLATE B (EXAMPLE)

Organizational Unit: Mike Curb College of Arts, Media and Communication

Critical Function:  Protection from loss of electronic data and paper files

Directions: Complete the following for critical data, records, and/or files that will be needed to continue instruction and administrative operations
[Responsible Person

Type [Neme of Vital Record (Position Name) |Record Location |Preventative Action to Avoid Loss

[Manager of Acadermic

» Electronic |College Financial Reports IResources Pc |Back-up to exteral hard drive: offsite storage
[Administrative

» Electronic IRedquisition logs | Analyst/Specialist |Shared Drive |Back-up to external hard drive: offsite storage

o Paper fles [Faculty Personnel Files [Dean. Dean's assistant ___|Locked file cabinet [TeD.
[Dean. Manager of Acadermic

‘» Paper files |Staff Personnel Files [Resources |Locked file cabinet |TBD.
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TEMPLATE C (EXAMPLE)

Department of Biology
Dr. Larry Allen

Protection from loss of faculty intellectual property and/or research

Complete the following to identify the nature of the intellectual property and/or research, and what steps have been taken to prevent loss in the

‘event of an emergency situation

Type of Media;
Materials;Property _|Name / Description |Responsible Person _|Location of Back-up |Preventative Action to Avoid Loss
Electronic [Flash Drive: locked fled
» Documents |Presentation papers: PowerPoints ___|Dr_Larry Allen lcabinet A |Back-up to Flash Drive: offste storage
o Biology cultures _|Viral mutations - microscope slides _|Dr_Larry Allen [Home refrigerator [Store original specimens offste
Photographic sides;
 videos |Documentation of bacterial mutations _|Albert Einstein |Princeton secure vault __|Create duplicate slides: transfer VHS tapes to DVDs
[Cocked file cabinet in
Electronic |department offce,
» Documents |Course sylabi: lecture notes IDr. Larry Allen |University shared drive | Scan notes: back-up Word files: store offsite on flash drive
[Department Technical
|senices and safety
 Tissue samples _|Frogs, salamanders, rabbid dog personnel |Biology Iab freezer |Generate hard copy on requiar basis
[Department stockroom

» Test instruments.

|Micro camera, lighting, recording device

personnel

|Chaparral Hall

|Biology lab storage cabinet
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TEMPLATE D (EXAMPLE)

Organizational Unit: Pan Afiican Studies

Critical Function:  Class Scheduling (SOC worksheet, class rosters, APDB, course syllabi and materials, etc.)
Directions: Complete the following for critical data, records, and/or files that will be needed for class scheduling.
[Responsible Person

Type [Neme of Vital Record (Position Name) __|Record Location |Preventative Action to Avoid Loss

'SOC Buid [Flash drive for office to be kept in ASC I's area: fiash drive to Dept
o Template/Excel _|SOC Worksheet ASCl IPC. Dept Chair & ASC | _|Chair to be kept offsite
o Electronic [APDB Reports ASCI [PC_ASCI [SOLAR access: hard copy: flash drive to be kept in ASC I's area
e Electronic [Course Syllabi ASC | [PC. ASC | [All Syllabi are scanned and recorded in ASC I's computer
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TEMPLATE E (EXAMPLE)

Organizational Unit:
Critical Function:  Student Advisement (contact information; student records)
Directions: Complete the following for critical data, services, records, andlor files that will be needed for student advisement.
[Responsible Person
Type |Neme of Vital Record/Service (Position Name) |Record Location |Preventative Action to Avoid Loss
[Scan documents. save in OnBase and flashdrive, flashdrive to be kept
o Paper Files |Student advisement records ssP IV |Department Office loffsite by SSP IV





image9.png
TEMPLATE F (EXAMPLE)

|
\
|

Organizational Unit: ~ Child and Adolescent Development ;
\

Critical Function:  Community Service Programs i
\

Directions: Complete the following for critical data, services, records, and/or files that will be needed for community service programs. |
\

[Responsible Person
Type |Name of Vital Record/Senvice (Position Name) |Record Location |Preventative Action to Avoid Loss
o Excel Spreadshest |Clent contact list |Program Director ___|PC. Program Director _|Flash drives held by Program Director both on and off site

e Excel Spreadshest.

[Intemship Data/Records

lInternship Coordinator

[PC. Intemship
|Coordinator

[Electronic copies of intemship contacts, records. and data to be kep]

lon a flash drive off-site





image10.emf
CRITICAL FUNCTION - ACADEMIC AFFAIRS

Campus communications with Students, Faculty, and Staff

(Functional Planning Responsibility: Assistant Provost; AVPs; Directors)

Are the lines of succession/delegation of authority for key Academic Affairs positions identified and significantly deep to to ensure 

continuation of essential operations?  Under what conditions will succession take place and the method of notification?

What is the chain of command for communication decisions?

Who has the functional cability to post messages to the website?

Do MPPs and staff have the resources necessary to work from home (ie, computer, high speed internet, VPN)?

Are the employee phone lists current?  Do they include both cell and landline numbers?  Who has copies, in what medium and where?

Are the employee email lists current? Do they contain alternative, personal, email addresses in the event that CSUN email is not available?  

Who has copies, in what medium and where?

Back-up of and Access to Data/Records/Files (including IR)

(Functional Planning Responsibility: AVP; Directors)

What records are retained solely in Academic Affairs Administrative offices?  (ie, Provost's communication, faculty personnel files in 

Faculty Affairs, student records in Undergraduate Studies, EOP and Graduate Studies, data in Institutional Research, research records in 

Research and Sponsored Projects, ACAF budget in Academic Resources)

How are these records stored: paper, desktop, server, cloud?  Are they backed up routinely?  How would they be accessed if the network 

was down or the building inaccessible?

Is there a plan in place with Information Technology if the ACAF Administration tech is not available?

How often are files on servers backed up?  Where are the backup tapes located, both on and off campus?  What is the plan for accessing 

these tapes if the IT tech is not available

What are the absolute minimum IT, office and equipment needs in order for each unit to function?

Admissions & Records; SOLAR Functionality

(Functional Planning Responsibility: Director, A&R)

Classroom / On-Line Instruction

(Functional Planning Responsibility: AVP; Deans)

How do we assess if classes can resume to normal, partial?  What metrics, criteria and assumptions are required to make this 

determination?  

What if classroom physical space is not available?  Are faculty trained to teach online if necessary?  Do they have the resources at home 

to do so?

Is online instruction completely dependent on IT?  Could it continue without the data network?

What is the plan if there are not enough faculty to teach classes?  Can T.A.s and G.A.s teach?  Should we have an MOU with other 

universities to provide teachers?

Do we continue where we left off or will there be class modifications (ie, accelerate instruction to make up for lost credit hours?

Do we set a target limit of maximum number of days that a class will be offline?

Are there any bargaining unit contract issues that will need to be addressed?

How do we communicate to students, faculty and staff the availability/resumption of classes?  What different means of communication 

will be used?

Are there special considerations to plan for disabled, deaf, etc. students?

Classroom Availability

(Functional Planning Responsibility: AVP, Academic Resources & Planning)

How will classroom availability be assessed and communicated to students, faculty and staff?

Who will determine priority of classes for available classrooms if there is a shortage of rooms?  Should there be a prioritization list created 

now with alternate plans for lower priority classes (held online, at informal location, etc)?

What is the plan to have room reservation software off-site and who will have access?  Is there cross training of personnel on the use of 

the software?

Is there a plan for operating in alternate locations, both on and off campus?  What resources (equipment, staff,etc) will be needed?  

Should we have an MOU for an alternate facility, for trailers, domes?

Has available green space on campus been identified if needed for trailers, domes?

Smart Classrooms Functionality (inventory; vendor information)

(Functional Planning Responsibility: AVP, Academic Resources & Planning)


image11.emf
CRITICAL FUNCTION - COLLEGE / ADMIN UNIT

Communications with Staff

(Functional Planning Responsibility: MARs)                                                                                Document: Template A

Phone number lists (home and cell) for faculty and staff located on and off campus in multiple mediums 

(spreadsheet, flash drive, pocket list)

Are the phone lists current?  Who has copies of the lists, in what medium and where?

Do the lists indicate who has landlines at home?

Email address lists (campus and personal) for faculty and staff located on and off campus in multiple mediums 

(word file, flash drive)

Are the email lists current?  Who has copies of the lists, in what medium and where?

Do the lists contain alternative email addresses for all faculty and staff in the event that CSUN email is not 

available?

Campus phone directory located off campus

Who has hard copy campus phone directories off campus and where?

Emergency land line phone number given to faculty and staff

Who has the department emergency land line phone number and where?  

Back-up of and Access to Data/Records/Files

(Functional Planning Responsibility: MARs)                                                                                Document: Template B

Staff personnel files not stored in College Department or Human Resources

What records are retained solely in the Dean's office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be 

accessed if the network was down or the building was inaccessible?

Faculty personnel files not stored in Faculty Affairs or Human Resources

What records are retained solely in the Dean's office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be 

accessed if the network was down or the building was inaccessible?

Student files not stored elsewhere

What records are retained solely in the Dean's office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be 

accessed if the network was down or the building was inaccessible?

Files on servers stored on backup tapes located on and off campus

Are the servers owned by IT?  Is the data backed-up by IT?  Is there an agreement in place for this 

function?

Is the college responsible for back-up of data on servers owned by IT?

How often are the files backed up?  By whom?

Where are the backup tapes located, both on and off campus?  What is the plan for accessing these tapes if 

the college, or department, IT tech is not available?

College financial documents, or records, stored on and off campus

How are the financial records stored and where?  Who can access the records, both on and off campus?


image12.emf
Classroom Instruction

(

Functional Planning Responsibility: Associate Deans)                                                                  Document: Narrative

How will instruction continue?  How will this be communicated to students, faculty and staff?  What 

different means of communication will be used?

What if classroom physical space is not available?  Are faculty trained to teach online if necessary?  

What if an alternate location is required for classes?  How will this be communicated to students, faculty 

and staff?  Are there specialized equipment needs to plan for?

What is the plan if a faculty member is not available to teach their classes?

Does the Dean's office have copies of key department documents, in multiple mediums, both on and off 

campus, such as: copies of prior years' class schedules, class rosters, grade grievance information, teacher 

certification pools, schedule of classes, department rotation schedules, entitlement/order of assignment lists, 

lab supply requisition lists, faculty specialization lists and lab restocking lists?

Student Advisement 

(contact information; student records)

(Functional Planning Responsibility: Associate Deans; EOP Director)                                          Document: Template E

Student records not stored elsewhere

What records are retained solely in the Student Services office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be 

accessed if the network was down or the building was inaccessible?
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CRITICAL FUNCTION - DEPARTMENT / PROGRAM

Communications with Students, Faculty, Staff and Clients

(

Functional Planning Responsibility: Department Chairs)                                                                         Document: Template A   

Phone number lists, home and cell, for faculty and staff located on and off campus in multiple mediums (spreadsheet, flash drive, 

pocket list)

Are the phone lists current?  Who has copies of the lists, in what medium and where?

Do the lists indicate who has landlines at home?

Email address lists, CSUN and personal, for faculty and staff located on and off campus in multiple mediums (word file, flash drive)

Are the email lists current?  Who has copies of the lists, in what medium and where?

Do the lists also contain alternative email addresses for all faculty and staff in the event that CSUN email is not available?

Department Operations

What is the plan to continue department operations if there is a loss of physical space, reduced workforce, loss of equipment?

Stakeholder contact information located on and off campus in multiple mediums

Is there a current list of all stakeholders (clients, vendors, service providers, donors)?  Who has copies of the lists, in what 

medium and where?

What are the communication plans for contacting stakeholders?

Contracts

In case of disaster will the department be in breach of contract if unable to perform services?  Is there a plan in place for this 

situation?  What is the plan?  How will it be communicated?

Are there copies of contracts located on and off campus in multiple mediums?  Who has the copies?

Is there a current contact list for all stakeholders?  Who has copies of the list, in what medium and where?
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Back-up of and Access to Data/Records/files

(Functional Planning Responsibility: MARs)                                                                                           Document: Template B

Staff personnel files not stored in Dean's office or Human Resources

What records are retained solely in the Department office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be accessed if the 

network was down or the building was inaccessible?

Faculty personnel files not stored in Faculty Affairs or Human Resources

What records are retained solely in the Department office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be accessed if the 

network was down or the building was inaccessible?

Student files not stored elsewhere

What records are retained solely in the Department office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be accessed if the 

network was down or the building was inaccessible?

Client files

What records are retained solely in the Department office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be accessed if the 

network was down or the building was inaccessible?

Files on servers stored on backup tapes located on and off campus

Are the servers owned by IT?  Is the data backed-up by IT?  Is there an agreement in place for this function?

Is the college and/or department responsible for back-up of data on servers owned by IT?

How often are the files backed up?  By whom?

Where are the backup tapes located, both on and off campus?  What is the plan for accessing these tapes if the college, or 

department, IT tech is not available?

Department financials stored on and off campus

How are the financials stored and where?  Who can access them both on and off campus?

Documents specific to this department

Example: Maps in Geography, motion tests in Kinesiology.  What records are found only in the department and what is the plan 

for storage and preservation in case of disaster (fire, flood, EQ, etc)

Have these documents been saved in multiple mediums?  Where, what?

Who can access them in case of disaster?

Department Operations

What records pertaining to daily operations are retained by the department?  What specific department operations require 

documents and records?  How and where are they stored?  Who has access?

Research

What administrative documents are retained by faculty, centers, department, college, RGS?

What is the plan to secure storage of non-electronic research materials?  Where will they be stored?  Who will have access?

Centers and Institutes

What documents are retained by center, department, college, ACAF?

In case of disaster will the department, center or institute be in breach of contract if unable to perform services?  Is there a 

plan in place for this situation?  What is the plan?  How will it be communicated?

Are there copies of contracts located on and off campus in multiple mediums?  Who has the copies?

Is there a current contact list for all stakeholders?  Who has copies of the list, in what medium and where?

Accreditation files

What records are retained solely in the Department office?  

How are these records stored: paper, desktop, server?  Are they backed up routinely?  How would they be accessed if the 

network was down or the building was inaccessible?
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Lab Animals (safety/care) - Biology, Kinesiology, Physical Therapy

(Functional Planning Responsibility: Department Chairs)                                                                           Document: Narrative

Is the list of veterinarians current and saved in multiple mediums both on and off campus?  Who has these lists and where?

Is the list of food vendors current and saved in multiple mediums both on and off campus?  Who has these lists and where?

Is the evacuation plan current?  

Is the list of safe areas to evacuate the animals current and saved in multiple mediums both on and off campus?  Who has these 

lists and where?  

Are there emergency generators on hand?

Sensitive and/or Hazardous Materials - College of Education, Eng. & Computer Sci., Health & Human Dev., Sci.  & Math

(Functional Planning Responsibility: Department Chairs)                                                                            Document: Narrative

Is the list of service providers for emergency clean-up current and saved in multiple mediums both on and off campus?  Who 

has these lists and where?

Is the list of vendors for purchasing materials and supplies current and saved in multiple mediums both on and off campus?  

Who has these lists and where?

Is the disaster plan current?

Are there emergency generators on hand?

Class Scheduling (SOC worksheet; class rosters; APDB, course syllabi and materials)

(Functional Planning Responsibility: Department Chairs)                                                                             Document: Template D

Does the deparment have a documented plan for class scheduling in the event of a disaster?  Where is the plan stored and who 

has access?

Has the deparment chair documented key information, and personal knowledge, needed for class scheduling?  Where is it 

stored and who has access?

Does the department have copies of key documents, in multiple mediums, both on and off campus, such as: copies of prior 

years' class schedules, class rosters, grade grievance information, teacher certification pools, schedule of classes, department 

rotation schedules, entitlement/order of assignment lists, lab supply requisition lists, faculty specialization lists and lab 

restocking lists?  Who has copies of these documents and where?

If the Department Chair or SOC coordinator are not available is there a succession plan and cross-training to take on their 

scheduling duties?

Is there a current list of  vendors and service providers for supplies and materials?  Who has copies of the lists, in what medium 

and where?

Purchase/Storage of lab supplies

(Functional Planning Responsibility: Department Coordinators, Department Lab Technicians)                         Document: Narrative

Is the list of service providers for emergency clean-up current and saved in multiple mediums both on and off campus?  Who 

has these lists and where?

Is the list of vendors, and service providers, for purchasing materials and supplies current and saved in multiple mediums both 

on and off campus?  Who has these lists and where?

Is the disaster plan current?

Are there emergency generators on hand?

Back-up of faculty intellectual property & research

(Functional Planning Responsibility: Faculty)                                                                                                Document: Template C

Have the faculty been advised that they are responsible for having a plan to conserve their intellectual property and research 

documents in the event of a disaster?

Do they have a plan to secure storage of non-electronic research materials? Where will they be stored?  Who will have access?

Community Service Programs (contact information)

(Functional Planning Responsibility: Department Chairs)                                                                               Document: Template F 

Are there phone and email lists for faculty, staff, students and stakeholders involved in community service programs?  Are they 

in multiple mediums and located on and off campus?  Who has these lists?  Is there a communication plan in place?

Are there alternative community agency referral lists if unit cannot provide service?  Are they in multiple mediums and located 

on and off campus?  Who has these lists?  Is there a communication plan in place?
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Academic Affairs Business Continuity Planning

Communication 

Systems

Key Vendors, 

Critical 

Government 
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Facilities or 

Worksites

Vital 

Records 

and 

Databases 

Key Systems & 

Equipment 

(applications, 

systems, servers, 

HVAC, specialized 

equipment, etc.)

Personnel

CRITICAL FUNCTION

For each of the resources listed below, indicate the level of impact to the work group/unit’s ability to perform the critical function if the resource 

was lost.  (The impact to facilities or worksites may differ depending on whether the event is localized

For those resource areas where the impact is major or significant (4 or 3), address in this section whether or not the organization has existing 

capabilities to recover the critical function if the resource were lost. Those areas where existing capabiliti

DIVISION

Campus communications with Students, Faculty, and Staff

Back-up of and Access to Data/Records/files

Admissions & Records; SOLAR Functionality

Classroom / On-Line Instruction

Classroom Availability

Smart Classrooms Functionality (inventory; vendor 

information)

COLLEGE / ADMIN UNIT

Back-up of and Access to Data/Records/files

Classroom Instruction

Class Scheduling (SOC worksheet; class rosters; APDB, course 

syllabi  and materials)

Access to Library (first on-line, them physical access)

Student Advisement (contact information; student records)

DEPARTMENT / PROGRAM

Communications with Students, Faculty, Staff and Clients

Purchase/Storage of lab supplies

Back-up of faculty intellectual property & research

Community Service Programs (contact information)

Back-up of and Access to Data/Records/files

Lab Animals (safety/care) - Psychology, Biology

Sensitive and/or Hazardous Materials - College of S&M; HHD

IMPACT ON CRITICAL FUNCTION(S) IF ESSENTIAL RESOURCES BECOME UNAVAILABLE

CRITICAL FUNCTION VULNERABILITY ASSESSMENT

Communications with Staff


Microsoft_Excel_97-2003_Worksheet.xls
Critical Functions

		Academic Affairs Business Continuity Planning

		Following the initial emergency response and stablization of disruptive circumstances, the executive leadership in Academic Afffairs will determine the most appropriate initiative to support on-going instruction and business processes.   Based on a damage

		Critical functions are those functions and activities that must be continued at sufficient levels under any and all circumstances.  Unless an organization’s critical functions are correctly and completely identified, its plan may not effectively ensure th

		Recovery priorities are based on Recovery Time Objectives (RTO).  An RTO is an estimate of the maximum tolerable duration between when a disruption occurs and when the function is resumed under emergency conditions, i.e. the maximum amount of time the fun

		�		Priority Level A:  0 to 2 days

		�		Priority Level B:  3 to 14 days

		�		Priority Level c:  2 to 4 weeks

		Critical Function				Planning Responsibility		Written Plan		Recovery Priority Level

		DIVISION

		Campus communications with Students, Faculty, and Staff				Assistant Provost; AVP Faculty Affairs; AVP UGS		Template A		A

		Back-up of and Access to Data/Records/files				AVPs; Directors		Template B		A

		Admissions & Records; SOLAR Functionality				Director, Admissions & Records		Narrative		A

		Classroom / On-Line Instruction				AVPs; Deans		TBD		B

		Classroom Availability				Director, Academic Resources		Narrative		B

						Director, Academic Resources		Narrative		C

		COLLEGE / ADMIN UNIT

		Communications with Staff				MAR		Template A		A

		Back-up of and Access to Data/Records/files				MAR		Template B		A

		Classroom Instruction				Associate Dean		Narrative Attachment A		A

		Access to Library (first on-line, them physical access)				Dean		Narrative		B

						Associate Dean		Narrative		C

		DEPARTMENT / PROGRAM

		Communications with Students, Faculty, Staff and Clients				Department Chair		Template A		A

		Back-up of and Access to Data/Records/files				MAR		Template B		A

		Lab Animals (safety/care) - Psychology, Biology				Department Chair		Narrative		A

		Sensitive and/or Hazardous Materials - College of S&M; HHD				Department Chair		Narrative		A

		Class Scheduling (SOC worksheet; class rosters; APDB, course syllabi   and materials)				Department Chair		Narrative Attachment A		B

		Purchase/Storage of lab supplies				Department Coordinator; Department lab technician		Narrative		B

		Back-up of faculty intellectual property & research				Faculty		Template C		C

						Department Chair		Narrative		C
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HH Critical Functions

												I DAY OR LESS		2 DAYS OR MORE				2 WEEKS OR MORE				NOT PRESSING

		CRITICAL FUNCTION				AGENT		PREPARE		IMMEDIATE		FACILITATE		RELOCATE ON SITE		SIMULATE		REPLICATE IN TEMPS		RELOCATE LONG-T

		DIVISION

		General communications with Students, Faculty, and Staff				APAA		email, ph, add

				adminstrators		AVPFA		"		ph, em				public meeting on site fo division

				faculty		"		"				web, em

				staff		D HR		"				web, em

				students		VPSA		"				web, em

				communication re assignments and subtitutions		PROV

				faculty		AVPFA		mou						ppr		web

				staff		D HR		mous						ppr		web

				students		AVP UGS		cat; rules of c, title 5						ppr		web

		Back-up of and Access to Data/Records/files				AVP AR

				ir univerity profiles		D IR		archive,  term														x

				ir cds and local data warehouses		D IR, A DEANS		arch, week														x

				ir back-ups of reg, etc.		D A/R		nightly

				class schedule and rosters		"		nightly; 3 rd						ppr		web

				advising files		Ds EOP		secure						if nec

				und st and a/r central records		AVP UGS		secure, arch wk						if nec

		Admissions & Records; SOLAR Functionality				D A/R										web, if cycle						x off cyc

				registration functionality		"		back up nightly								web

				DARS		"		"								web

				admissions functions		"										web, if cycle						x off cyc

				counter queries		"										em, ph		relocate asap

		Classroom / On-Line Instruction				A TECH 3		off site servers						a		web

				all other courses, if CSUN inaccessible		"		assess ggle, CO		assess		assess

				mobilize web posting teams		"		prep tags, adress

		Assess Classroom Availability				D AR						assess		assess

				lecture		"						assess		assess

				lab availability		Deans, Chrs						assess

						D AR

		Overall logitics for instruct space				PROV				preview		site temp space		or		or		sited

				lecture		Deans, Chrs		dgtze, scan ea term						or		or

				labs		Chairs		dgtze, scan ea term						little applic		likely		if nec for accred

				community ser, intern		Chairs		alt assign						or		web

				if disaster after-effects appear ong-t		PROV												scope out portables		arr for trans cr

		AcAff Personnel

				rpt files		AVPFA		ppr, dig. Arch										avail only if nec				x

				change cycle		PROV		meet, confer										or by ph				x

				employee verification		D HR AND AVPFA		ppr, dig. Arch		for notif

		COLLEGE / ADMIN UNIT

		Communications with Staff abt logistics				MAR		em, ph tree						or		or

		Back-up of and Access to Data/Records/files				MAR		nightly								should be up

		Classroom Instruction:				A DEANS		term inventory

				checking rosters		"						do

				inventorying space		"						do

				re-assigning instructors, students		"						do

		Library				DEAN LIB				assess		assess

				physical access		"						web

				electronic access to collection		"										web

				virtual access to connected webs		"

				special collections		"

				security								check

				access										h								x

						Associate Dean

				records				secure										if nec

				live advising				org						necessary		em, ph

				exceptional rulings				consult w AVPFA										if nec

		DEPARTMENT / PROGRAM

		Communications with Students, Faculty, Staff and Clients				Department Chair		get lists

				web								do

				email, phone, chain								do

				mail		PROV		alert: change														x

		Back-up of and Access to Data/Records/files				MAR												summary of changes

				access to above: employee  verif				compile in adv		immediate

				access to various archives														if nec

				soc, apdb				get hard cc				use as checklist

		Sensitive materials				AVPGS		term inventory

		Lab Animals (safety/care) - Psychology, Biology				Department Chair		generators		secure				option 1				option 2		option 3

		Purchase/Storage of lab supplies

				Perishables		"		"		"				U Corps						contract service

				Stabilize chemicals		"		"		"

		Back-up of faculty intellectual property & research				Department Lab Technician		inventory/secure				survey		survey
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A - Comm w Faculty & Staff

		

		TEMPLATE A

		Organizational Unit:						College of

		Critical Function:				Communications with Staff and Faculty

		Directions:				Complete the following to identify information and procedures for communicating with staff and faculty

				Type				Name				Responsible Person		Location				Preventative Action to Avoid Loss

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		Verification of Plan

		l		Plan Review and Approval:

		l		Plan Communication:						Review the Plan wit your Administrative council at least once per year.  Distribute printed copies of the plan to appropriate unit leaders/managers.

		l		Plan Updates:						Within six months after plan completion conduct a test for a critical function of the unit or across the unit, and during the subsequent 18 months thereafter, conduct and document at least one, meaningful test for each critical function and across the uni

		l		Approved: _____________________________________________								Date ______________________





B - Data & Records

		

		TEMPLATE B

		Organizational Unit:

		Critical Function:				Protection from loss of electronic data and paper files

		Directions:				Complete the following for critical data, records, and/or files that will be needed to continue instruction and administrative operations.

				Type				Name				Responsible Person		Location				Preventative Action to Avoid Loss

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l





C - Faculty Intellectual Prop

		TEMPLATE C

		Organizational Unit:

		Faculty Name:

		Critical Function:				Protection from loss of faculty intellectual property and/or research

		Directions:				Complete the following to identify the nature of the intellectual property and/or research, and wht steps have been taken to prevent loss in the event of an emergency situation

				Type of Media; Materials;Property				Name / Description				Responsible Person		Location of Back-up				Preventative Action to Avoid Loss

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l

		l





Vulnerability Assmt

		ATTACHMENT B

		Academic Affairs Business Continuity Planning

		CRITICAL FUNCTION VULNERABILITY ASSESSMENT

		IMPACT ON CRITICAL FUNCTION(S) IF ESSENTIAL RESOURCES BECOME UNAVAILABLE

		For each of the resources listed below, indicate the level of impact to the work group/unit’s ability to perform the critical function if the resource was lost.  (The impact to facilities or worksites may differ depending on whether the event is localized

		For those resource areas where the impact is major or significant (4 or 3), address in this section whether or not the organization has existing capabilities to recover the critical function if the resource were lost. Those areas where existing capabiliti

						Facilities or Worksites				Vital Records and Databases				Personnel		Communication Systems		Key Vendors, Critical Government Agencies or Departments

		CRITICAL FUNCTION				Local		Area-wide

		DIVISION

		Campus communications with Students, Faculty, and Staff				2		2		4		2		3		4		1

		Back-up of and Access to Data/Records/files				2		2		4		2		2		1		1

		Admissions & Records; SOLAR Functionality				2		2		4		4		2		1		2

		Classroom / On-Line Instruction				4		4		2		4		3		3		1

		Classroom Availability				4		4		-		2		3		1		1

						3		2		-		3		3		1		2

				Average Ranking		2.8		2.7		3.5		2.8		2.7		1.8		1.3

		COLLEGE / ADMIN UNIT

		Communications with Staff				2		2		4		2		3		4		1

		Back-up of and Access to Data/Records/files				2		2		4		2		2		1		1

		Classroom Instruction				4		4		2		4		3		3		1

		Access to Library (first on-line, them physical access)				4		4		4		3		4		2		1

						3		2		3		2		4		2		1

				Average Ranking		3.0		2.8		3.4		2.6		3.2		2.4		1.0

		DEPARTMENT / PROGRAM

		Communications with Students, Faculty, Staff and Clients				2		2		4		2		3		4		1

		Back-up of and Access to Data/Records/files				2		2		4		2		2		1		1

		Lab Animals (safety/care) - Psychology, Biology				4		2		2		4		3		1		2

		Sensitive and/or Hazardous Materials - College of S&M; HHD				4		3		2		3		3		1		2

		Class Scheduling (SOC worksheet; class rosters; APDB, course syllabi  and materials)				2		2		4		2		4		2		-

		Purchase/Storage of lab supplies				3		2		1		2		3		2		4

		Back-up of faculty intellectual property & research				3		2		4		2		3		1		1

						2		4		2		2		4		3		3

				Average Ranking		2.8		2.4		2.9		2.4		3.1		1.9		2.0





Consequences

		

						3.		CONSEQUENCES OF A SLOW RECOVERY

								For each critical function, use the following form to describe which, if any, harmful consequences may occur if the work group/unit’s critical functions are not resumed within certain timeframes, and when might the harm begin to occur after an adverse eve

								CRITICAL FUNCTION:

								Indicate by an “X”-mark which of the following consequences might occur if the critical function is NOT resumed by the identified times following a disruptive event and when the harm might begin.

								Consequence				Not applicable		2 days		2 weeks		4 weeks		Greater than   four weeks.       Explain		Explain,   if needed.

								Disruption of teaching?

								Disruption of research?

								Loss of faculty?

								Loss of staff?

								Loss of students?

								Well-being of faculty members or staff affected?

								Well-being of students affected?

								Payment deadlines unmet by campus?

								Loss of revenue to campus?

								Legal or regulatory obligations unmet by campus?

								Legal harm to the University?

								Loss of reputation?

								Impact on other campus unit(s)?

								Impact on important business partner(s) or academic collaborations?

								Data collected prior to the event is unrecoverable?

								Data available or collected after the event is unavailable?

								Additional costs incurred to recover unprocessed data or transactions?

								Other?

								Note:  For each day of downtime, indicate how many person hours will it take to process the backlog:





Costs

						4.		COSTS OF A SLOW RECOVERY

								For each critical function, and using the consequences identified in the previous section, describe what costs might be incurred if the critical function is NOT resumed by the identified time following a disruptive event.

								SLOW RECOVERY COSTS FOR CRITICAL FUNCTION:

								Consequence		2 days		2 weeks		4 weeks		Greater than

																4 weeks

								Disruption of teaching?

								Disruption of research?

								Loss of faculty?

								Loss of staff?

								Loss of students?

								Well-being of faculty members or staff affected?

								Well-being of students affected?

								Payment deadlines unmet by campus?

								Loss of revenue to campus?

								In thousands of dollars

								Legal or regulatory obligations unmet by campus?

								Legal harm to the University?

								Loss of reputation?

								Impact on other campus unit(s)?

								Impact on important business partner(s) or academic collaborations?

								Costs incurred because data collected prior to the event is unrecoverable?

								In thousands of dollars

								Costs incurred because data available or collected after the event is unavailable? In thousands of dollars

								Costs incurred to recover unprocessed data or transactions? In thousands of dollars

								Other?





Dependencies

								DEPENDENCIES OF CRITICAL FUNCTION:  _____________

								Indicate if your work group/unit is satisfied with the level and timeliness of support likely to be provided by parties upon which you depend, or if at this time, these dependencies represent vulnerabilities. ____________

								Indicate if your work group/unit is satisfied with the level and timeliness of support it can provide to dependent parties or, if at this time, these dependencies represent vulnerabilities.  _________

								CAMPUS TECHNOLOGY NEED--Check all campus technology systems that are critical to this function.

								Campus Phones/Voice Mail/IVR   Internet Access  Campus Portal

								Email   SOLAR HR/Fin/Student Administration    Other(s), list:  _______

								CRITICAL Function PEAK PERIODS

								PEAK PERIODS FOR CRITICAL FUNCTION:  _____________

								This function has the following peak-period month(s).  Select as many months as needed.

								Jan		Mar		May		July		Sept		Nov.

								Feb		April		June		Aug.		Oct.		Dec.

								Enter explanation, if necessary:  ______________

								This function has one or more peak periods within the month.  Enter week(s) or day(s) of month.  _________

								Enter explanation, if needed.  _________

								CRITICAL FUNCTION RESOURCE REQUIREMENTS

								·       Facilities or Work Sites (work from home may be powerful option for many work groups/units)

								·       Vital Records and Databases

								·       Key Personnel (identify by title and qualifications)

								·       Key Vendors or Other Agency Services

								·       Supporting Agencies or Entities, Internal and External

								·       Communications

								·       Vital Specialized Equipment

								·       Technology Equipment

								·       Identify the minimum resource requirements needed to support critical functions.  After these resources have been identified, the organization can work towards ensuring that the resources are protected.  For those resources that cannot be adequate

								VITAL RECORDS Requirements

								·       Identify records important for providing each critical function.  Include records that are stored as individual documents such as forms, vendor invoices, procedures, work instructions, installation records, software scripts, diagrams, maps, drawin

								·       Do include records stored in databases managed or maintained by the work group/unit.  Do not include records that are stored within campus-wide database applications such as SOLAR Student Administration, HR, or Financials.

								·       Indicate whether all vital records, especially key instructions, necessary for the provision of each critical function and its continuation or resumption have been created and can be readily accessed.  If they have not been created or cannot be re

								VITAL RECORDS FOR CRITICAL FUNCTION: _______________

								NAME OF RECORD		RECORD		STORAGE MEDIUM		RECORD LOCATION

										OWNERSHIP		Enter all that apply:  paper, computer disk, computer tape, microfiche, microfilm, other.  If other, describe.		Enter all that apply:  campus address; office number; file cabinet location: computer location and file path; other information to ensure retrieval; password holders; off campus location(s).		Enter all that apply:  duplicates are kept in separate location; if destroyed, record can be readily reconstructed from other sources; record has no backup, but the campus could function without the record; no backup, and record unavailability would pose

										Enter relevant details and name of record owner, if known.

								VITAL RECORDS MITIGATION FOR CRITICAL FUNCTION: _______________

								Have all vital records, especially key instructions, necessary for the provision of this critical function and its continuation or resumption been created?

								YES. All vital records for this critical function and its continuation or resumption are developed and can be readily accessed in the event of a critical incident or reconstructed or retrieved if destroyed.

								NO. If no, enter vital record materials, especially key instructions and procedures, that should be created or protected to provide and ensure the continuation of this critical function:   _______________

								WORK SITES / FACILITIES

								For each critical function or for the entire work group, include requirements for a sufficient alternate location.  Identify resources in place and needed to provide critical functions in an alternate location, including work from home capacity.  Address

								WORK FROM HOME CAPACITY FOR CRITICAL FUNCTION: _______________

								Identify key employees who provide critical functions for the unit and could do at least part of their work from home if they have adequate computers and high speed internet access.

								Name and position of key employees who should have work from home capacity		Home computer is adequate and has broadband (DSL or cable)?		Home computer has VPN software installed?		Home computer		Home computer can access necessary work applications and files?

														has campus

														U-drive mapped?

										Yes		Yes		Yes		Yes

										No		No		No		No

										Yes		Yes		Yes		Yes

										No		No		No		No

								KEY PERSONNEL AND VENDORS

								List existing resources and procedures that are in place to sustain an organization’s human resources.  Cross training capacities and resources to support critical functions should be detailed here.  Identify personnel with key skills or experience and av

								·         Specialized training or skills that are required to perform the critical function;

								·         The minimum number of personnel required to perform the critical function;

								·         Other personnel available with skills that are transferable to support critical functions; and

								·         Whether personnel can perform tasks of the critical function via telecommuting.

								·          Describe or refer to organizational documents and practices available to employees to encourage and facilitate individual and family preparedness.

								·          Who are the core management and staff for the organization; the most important staff of other campus organizations; key partners other the CSUN?

								CORE MANAGEMENT AND STAFF FOR WORK GROUP/UNIT

								Identify unit management and staff expected to report to campus immediately or soon after a disruption in order to plan resumption or continuation of a critical incident.  If a unit critical function is necessary to protect people, property, or infrastruc

								Name and Title / Function		Reporting Expectation		Special knowledge, skills, campus experience, additional comments, etc.		Must be permitted on campus even if

										Report immediately, 2-3 days after event, or specify other timeframe				campus is closed

														Yes        No

								STAFF OF OTHER CAMPUS UNITS

								Name		Department / Unit		Work Phone / Cell Phone		Email		Campus Location / Address

								KEY PARTNERS OTHER THAN CSUN

								Name and Organization		Work Phone / Cell Phone / FAX numbers		Email		Address

								KEY CLIENTS FOR THE UNIT

								Name Organization				Email		Address		Comment

																(special knowledge, skills, experience)

								KEY VENDORS FOR UNIT

								Critical Function Supported / Vendor / Contact Person		Work Phone / Cell Phone / Fax		Email		Address		Unit has requested vendor to certify recovery capability and received recovery certification		Alternate vendors and alternate vendor locations

								(If necessary, describe service vendor provides.)

																Yes    No

																Yes    No

								Identify key employees who provide critical functions for the unit and could do at least part of their work from home if they have adequate computers and high speed internet access.

								Name and position of key employees who should have work from home capacity		Home computer is adequate and has broadband (DSL or cable)?		Home computer has VPN software installed?		Home computer		Home computer can access necessary work applications and files?

														has campus

														U-drive mapped?

										Yes		Yes		Yes		Yes

										No		No		No		No

										Yes		Yes		Yes		Yes

										No		No		No		No

								d.    COMMUNICATIONS

								·       Describe unit/work group resources available and that will need to be in place during and after an adverse event that employees can use to communicate with one another and implement recovery of critical functions.

								Do these personnel have the capacity to receive and post web-page updates while working from home?

								Yes       No

								Yes.  Provide details.  _____             No

								e.     EQUIPMENT AND SUPPLIES REQUIREMENTS

								·       Describe general office equipment, specialized equipment, and supplies necessary to continue or restart critical functions in the aftermath of an emergency.

								Item		Minimum number required		Comments

								Workstation(s)

								(includes desktop computer, network connection, table, chair)

								Laptop computer(s)

								(car charger advised)

								Telephone(s) (hard-wired)

								Printer(s)

								Fax(es)

								Copier(s)

								Scanner(s)

								Server(s)

								What adjustments, such as stockpiling items, does the unit need to integrate in its inventory practices to avoid a crisis in the supply of essential items? ______

								OTHER RESOURCES FOR THE UNIT

								Are there any other resources the unit will need to ensure rapid resumption of its critical functions?

								f.     TECHNOLOGY REQUIREMENTS

								·       Describe the applications/systems and servers managed or owned by your work group/unit necessary to continue or restart critical functions in the aftermath of an emergency—while remembering that this entire operation is taking place in the middle

								·       Include computer systems/applications, servers, workstations, laptop computers.  Include or refer to location of information necessary for recovery such as person(s) responsible for recovery of these systems or equipment; technical and functional

								RESTARTING WORK GROUP / UNIT-LEVEL TECHNOLOGY OPERATIONS

								What will the work group/unit need to restart its technology operations?  Consider this scenario:  the unit’s normal workplace is destroyed or inaccessible.  New space, furniture and internet access have been provided by others.  If the approaches describ

								__________

								APPLICATIONS/SYSTEMS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP—PERSONNEL SUPPORT

								Application / System		Critical Function(s) supported by the app/system		Functional Owner(s)		Technical Owner(s) and Expert(s)		Person(s) responsible for recovery of application/system

								APPLICATIONS/SYSTEMS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP—ENVIRONMENT

								Application / System and Type		List software, scripts, installation disks, documentation necessary for application / system.		On-campus location(s) and off-campus location(s) of installation disks, software, scripts, documentation		Is this a database application?		Does the application move data to or from any campus-wide system(s)?		Units effected by failure of this system / application

								Enter name and type:  web-based; desktop; client server; or other.  If other, provide detail.								If yes, indicate what systems.

								APPLICATIONS/SYSTEMS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP—RECOVERY FRAMEWORK

								Application / System		Backup Frequency		Backup Media		Backup Process		Location of Onsite Storage		Freq. of Offsite Storage		Have recovery procedures for this application / system been documented?		Has a successful recovery of this application / system been done?

										Not done at this time; done occasionally; done multiple times each day; daily; weekly; every 2 weeks; monthly; transactions daily, database weekly; varies.		--tape		--automatic		(if any)		--daily		If yes, where is the recovery documentation located?		Select one:

										Describe and explain.		--disk		--manual (If manual, by whom.)				--weekly		If recovery has been partially documented, explain.		--yes (when)

												--other (describe)		--other (describe)				--every 2 weeks				--no

																		--monthly				--partial (explain)

																Location of Offsite Storage		--varies (explain)

																(if any)		--other (explain)

																		--no offsite storage

								SERVERS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP —PERSONNEL SUPPORT

								Server Name and description, if needed		Critical Function(s) supported by server		Functional Owner(s)		Technical Owner(s) and Expert(s)		Person(s) responsible for recovery of this server

								SERVERS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP—ENVIRONMENT

								Server and Campus Location		Server Type:		Server specifications:  server hardware, operating system, and software. Be specific.		List installation disks and documentation necessary for this server.		On-campus location(s) and off-campus location(s) of installation disks and documentation		Applications effected by failure of this server		Units effected by failure of this server

										-file server

										-application server

										-database server

										-web server

										-backup server

										-other (describe)

								SERVERS FOR CRITICAL FUNCTIONS OF UNIT/WORK GROUP—RECOVERY FRAMEWORK

								Server		Backup Frequency		Backup Media		Backup Process		Location of Onsite Storage		Freq. of Offsite Storage		Have recovery procedures for this server been documented?		Has a successful recovery of this server been done?

										Not done at this time; done occasionally; done multiple times each day; daily; weekly; every 2 weeks; monthly; transactions daily, database weekly; varies.		--local tape		--automatic		(if any)		--daily		If yes, where is the recovery documentation located?		Select one:

										Describe and explain.		--local backup server		--manual (If manual, by whom.)				--weekly		If recovery has been partially documented, explain.		--yes (when)

												--remote tape		--other (describe)		Location of Offsite Storage		--every 2 weeks				--no

												--remote backup server				(if any)		--monthly				--partial (explain)

												--other (describe)						--varies (explain)

																		--other (explain)

																		--no offsite storage

								UNIT-LEVEL WORKSTATIONS FOR ALL CRITICAL FUNCTIONS

								Provide information about the backup activities at the workstation level for the unit.  Entries may total greater than 100% if some unit employees use more than one method of backup.  If percentages are not known, estimate them.

								How many university-owned workstations are in the unit?

								WORKSTATION		PERCENT OF USERS		COMMENT

								BACKUP METHOD		If some employees use more than one method of backup, entries may total greater than 100%.

								Automatic local backup of workstations		____%

								Manual local backup of workstation by user

								Backup through the campus U-drive

								Files are stored on department server.

								Server is backed up.

								Yes        No.

								Partial. Please explain:

								Other (describe)

								No backup

								Don’t know

								UNIT-LEVEL WORKSTATION SUPPORT FOR ALL CRITICAL FUNCTIONS

										COMMENT

								Technicians employed by unit

								Technicians from elsewhere on campus.  Explain:

								External vendor

								Other (describe)

								3.    IMPLEMENTATION

								Briefly explain how the work group/unit will implement its plan.  Address plan activation, recovery approaches, and reconstitution.  (Organizations should also develop a management decision process that would allow for a review of the nature and extent of

								a.     Phase I: Activation

								Explain plan activation procedures.  Generally, a work group or unit may want to adhere to the following guideline in activating its continuity plan:  a unit-level continuity of operations emergency may be declared by a unit director, department head, dea

								a.      Decision Process

								§         What are the logical steps associated with implementing the work group/unit’s Plan, the general incident escalation process, and the circumstances under which a plan may be activated (both with and without warning)?

								§         Who has the authority to activate the Plan? Who within the work group/unit/division can declare that a critical incident has occurred and that the continuity plan for the unit has been activated and will contact Public Safety that its continuity

								§         Include a brief description of the organizational structure of the response for the work group/unit, including those responsible for assessing the situation (an Initial Assessment Team), those responsible for managing the situation (a Management

								b.     Alert, Notification, and Implementation Process

								§         Explain the activities that occur following a decision to activate the plan. This includes employee alert and notification procedures and the plan implementation process. Any tools used in the alert and notification process, such as notification

								INDIVIDUAL/ORGANIZATION TO BE NOTIFIED		TO BE NOTIFIED BY

								Public Safety

								c.      Leadership

								Lines of Succession

								Identify lines of succession to key functional positions within the organization. Identify those responsible for critical functions who can act as the key point of contact about the functions for the Cabinet and Emergency Operations Center during and foll

								The lines of succession should be of sufficient depth to ensure the organization’s ability to manage and direct its critical functions and operations (at least three deep).  The conditions under which succession will take place, the method of notification

								CRITICAL FUNCTION		KEY POINT OF CONTACT / POSITION TITLE		SUCCESSORS (Indicate primary alternate and secondary alternate)		SUCCESSION PASSAGE

										Who can act as key point of contact about the function for the Emergency Operations Center and the Cabinet during and following a critical incident?				How will control/oversight of this function pass from one person in the line of succession to another?

								Delegation / Transfer of Operations

								The work group/unit should address how it would identify and conduct its critical functions in the aftermath of a worst-case scenario in which its leadership is incapacitated.  In this situation, the work group/unit should be prepared to transfer all of i

								b.    Phase II:  RECOVERY APPROACHES

								·       Identify recovery approaches for each critical function by examining two questions:  1) If key resources are not available for the critical function, what alternatives exist and 2) If alternatives do not exist, what should be put in place?  Exampl

								a.      Space, Relocation, Alternate Locations

								In answer to the question: How would you carry out critical functions if the usual space is not available?  Include the approaches, if any, for relocating critical functions, including required resources, to an alternate facility.  Work at home capacity w

								How will critical functions be provided through working from home; what equipment, supplies, and arrangements would be needed?

								Some work groups/units, in the event of an emergency, may need to identify additional alternate location(s) capable of supporting essential operations, positions, and personnel. These facilities should be capable of supporting operations in a threat-free

								If appropriate for your work group/area, include a list of alternate facilities to which critical functions will be relocated and the resources that are required to be available at the alternate location. In this section, identify existing alternate locat

								CRITICAL FUNCTION:  ____________

								ALTERNATE WORKING SPACE

								b.     Mission Critical Systems and Equipment

								In answer to the questions: How will you carry out a given critical function if, in addition to the usual space, all essential equipment—technology systems, specialized equipment, or both--were also lost?  How would the organization carry out critical fun

								CRITICAL FUNCTION:  ____________

								AVAILABILITY OF EQUIPMENT AND TECHNOLOGY

								c.      Vital Files, Records, and Databases

								Address how the work group/unit will access its vital records and databases, which are necessary to perform critical functions and activities and to reconstitute normal operations after the emergency ceases.  Include information about record location(s),

								CRITICAL FUNCTION:  ____________

								VITAL RECORDS

								Vital File, Record, or Database Name and Ownership		Record Location and Alternate/Back Up Copy Location(s)		Name/title of primary and two alternate contacts who can access the record / file/ database in an emergency

								d.     Personnel

								In answer to the questions:  How would the organization carry out critical functions, if for one or two months, the average absence rate of its employees were 50%? Who are the alternate employees or others who can deliver the critical functions? If the su

								CRITICAL FUNCTION:  ____________

								AVAILABILITY OF STAFF AND SKILLS

								e.      Vendors & Other Agency Support

								Identify how the work group will continue to receive needed support from external vendors or supporting agencies.

								Name of Vendor or Supporting Agency		Description of Product or Service Provided and Critical Function(s) Supported		Which function, activity, or task does this vendor or supporting agency support?		RecoveryTime Objective		Can this vendor or agency satisfy RTO?		Alternate Providers or Modes

								f.        Communications

								·       Address contact information lists for the work group’s employees. The lists should be in a format of the group’s choosing, held by enough people in the group to be useful; treated as confidential; kept securely at home and at work; updated at leas

								·       Describe use, preparation, and availability of usual and alternative communication channels necessary to perform critical functions (communicate with one another) and communicate with the division’s campus constituents. Examples of such channels i

								·       Mobile Telephones (voice and text) and PDAs

								·       Campus email

								·       Alternate email/group email via off-campus provider(s)

								·       Division and Unit Telephones and Voice Mail Messages

								·       Division and Unit web pages

								·       Facsimile

								·       Two-way radios

								·       Pagers

								·       Snail mail

								·       Face to Face communication

								·       Partner/Buddy work group at another CSU campus or an out of state university

								Communications System/Channel		Current Provider		Services Provided		Alternate Providers or Modes

								g.     Other Key Considerations

								For each critical function, indicate single points of failure (critical function aspects without which a function could not be provided); whether a critical function can be suspended or provided at a reduced or partial level; and additional vulnerabilitie

								OTHER KEY CONSIDERATIONS

								Provision of this critical function can be stopped.

								h.     University-Wide Implications

								For a critical function, there may be policy exceptions necessary for the work group’s information security, cash transactions, access to information, making work assignments, purchasing, etc.  Who would have the authority to grant them? Who will have aut

								UNIVERSITY WIDE IMPLICATIONS

								Function must not be interrupted. It must continue at full or reduced service levels despite any disaster-event.

								1 to 4 days post-disaster.       5 days post-disaster     10 days post-disaster

								15 days post-disaster     20 days post-disaster   25 days post-disaster

								30 days post-disaster (simultaneous with teaching/research)

								Not needed for re-starting teaching or research, but will be critical later on.

								c.    Phase III: Reconstitution & REsumption

								·       Briefly explain approach(es) for resuming normal operations–a time phased approach is often the most appropriate.  Address notification procedures for all employees returning to work.

								·       Indicate that organization principals will meet and develop an After Action Report to determine the effectiveness of plans and procedures and update plan based upon report findings.

								4.    PLANNING RESPONSIBILITIES

								Include additional delineation of responsibilities of each key staff position, to include members of the Plan Activation Team, Assessment, Management, and a Critical Function Recovery Team.  Team members and individuals should be identified in the order o

								KEY WORK GROUP/UNIT POSITION		DESCRIPTION OF RESPONSIBILITIES

								5.    PLAN REVIEW, COMMUNICATION, AND TESTING

								Plans must be reviewed, refined, enhanced, and tested over time, on a regular basis. In addition, plan information should be communicated on a regular basis to employees.

								·         Address the review, communication, and testing calendar for the plan to contain the most current information.  Include information about whom is responsible for coordinating each these activities and the month and year when they’ll be conducted.

								·         Describe the organization’s plan review approach, including event-driven changes and periodic reviews.  Organizations should review the entire plan at least annually.  Regular tests of the plan and communication about its contents familiarize st

								·         Testing the plan will validate it; identify deficiencies in the plan and related policies, procedures and systems; and allow for subsequent correction.

								The plan review, test, and training activities should provide:

								1.       Communication of plan contents to key individuals and teams in the organization

								2.       Internal organization testing and exercising of plans and procedures

								3.       Testing of alert and notification procedures

								4.       Refresher orientation for  personnel

								5.       Regular cycle for updating plan contents

								The effectiveness of training exercises should be documented in a Post Exercise Assessment, which should be prepared within one to two weeks of the exercise, while memories are still fresh.

								DESCRIBE UNIT ACTIVITIES TO ENSURE THE SUSTAINABILITY OF THE CONTINUITY PLAN THROUGH REGULAR REVIEW, COMMUNICATION, AND TESTING OF PLAN CONTENT.

								Activity		Who is responsible for coordinating the activity?		Month and Year when activity will be conducted

								PLAN REVIEW AND UPDATES

								When will the plan be updated each year and if there’s a change to processes related to a critical function?

								PLAN COMMUNICATION

								Communicate plan contents to unit at one or a series of annual meeting(s)/training for unit employees.

								PLAN DISTRIBUTION

								Distribute printed copies of the plan to appropriate unit leaders/managers.

								TESTING

								Within six months after plan completion conduct a test for a critical function of the unit or across the unit, and during the subsequent 18 months thereafter, conduct and document at least one, meaningful test for each critical function and across the uni

								6.    MULTI-YEAR STRATEGY PROGRAM DEVELOPMENT

								·         Some Plan capabilities implied by the contents of this template may require additional development work after the Plan is designed and developed. What actions could be taken now or anytime before a disruption strikes to 1) reduce the impact or l

								A comprehensive plan is often the result of layer after layer of development over time.  Initially, a work group/unit should focus on establishing a baseline of capability for each of its elements.  The work group/unit should document where there continue

								You may want to include a multi-year strategy section of your plan to address short and long term goals, objectives, timelines, budgetary requirements, planning and preparedness considerations, and planning milestones or tracking systems to monitor accomp

								·         At least, this section should include a prioritized list of vulnerabilities that have been identified for your organization.  Some work groups/units may opt to create a separate multi-year strategy document, and if so, it should be referenced in

								Indicate those tasks that need to be undertaken in order to mitigate vulnerabilities or improve recovery potential of specific critical functions OR critical functions across the unit/work group.

								Items entered in this section are not an agreement that the tasks will be carried out, but an identification of activities that would reduce the impact or likelihood of an interruption or improve recovery capabilities of one or more critical functions.

								Task / Mitigation Activity and related critical function(s)		Carrying out this task is within the scope of...		Cost		Frequency of Cost

										--this unit

										--this unit in conjunction with other campus units		--less than $100

										--the larger division, department, or control unit		--$100 to $1,000		--annual

										--the campus		--$1,000 to $10,000		--other (enter how often)

										--the CSU system		--$10,000 to $100,000

										--other		--more than $100,000

										--not sure		--don’t know

								7.    PLAN APPROVALS AND LOCATIONS

								The following sample language may serve as for the plan acknowledgement:

								By their signatures below, the following work group/unit officials certify that they approve this Continuity Plan and understand the continuity procedures that are to be followed in the event of an emergency that impacts the facilities and employees for w

								Approved: _______________________________				Date ____________

														[Name/Title]

								Approved: _______________________________				Date ____________

														[Name/Title]

								Approved: _______________________________				Date ____________

														[Name/Title]





EXAMPLE


Organizational Unit:


College of Health and Human Development


Critical Function:


Protection from loss of electronic data and paper files


Directions:


Type Responsible Person


l


Renate Wigfall


l


Renate Wigfall


l


Marilynn Filbeck


l


Renate Wigfall


l


Susan Ghaemi


l


Jean O'Sullivan


l


l


l


l


l


l


l


l


l


l


l


l


l


Complete the following for critical data, records, and/or files that will be needed to continue instruction and administrative 


operations.  


Name Location Preventative Action to Avoid Loss


Spreadsheet Department Financial Reports HHD Share Drive Back-up to External Hard Drive; Offsite storage


Spreadsheet SOC Worksheet HHD Share Drive Back-up to External Hard Drive; Offsite storage


Spreadsheet Accreditation Info Desktop PC Back-up to External Hard Drive; Offsite storage


Access Database Requisition logs HHD Share Drive Back-up to External Hard Drive; Offsite storage


Paper files Faculty Personnel Files Locked File Cabinet Fire-proof file cabinet


Web Page College Home Page Campus web server Back-up to External Hard Drive; Offsite storage




TEMPLATE C


Organizational Unit:


Faculty Name:


Critical Function:


Protection from loss of faculty intellectual property and/or research


Directions:


Type of Media; 


Materials;Property


Responsible Person


l


l


l


l


l


l


Complete the following to identify the nature of the intellectual property and/or research, and wht steps have been taken to 


prevent loss in the event of an emergency situation  


Name / Description Location of Back-up Preventative Action to Avoid Loss





image17.png
TEMPLATE A

Organizational Unit:
Critical Function:  Communications

Staff, Faculty, and Students

IDirections: Complete the following to identify information and procedures for communicating with staff and faculty
[Responsible Person
Type [Neme of Vital Record (Position Name) |Record Location |Preventative Action to Avoid Loss

Verification of Plan

® Plan Review and Approval: By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibiltes have been clearly
‘communicated should a disruption occur

© Plan Communication: Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit leaders/managers

® Plan Updates: Update the plan after census of each term.Conduct a test of this criical function at least once per term. For example, conduct an exercise to check that

unit staff have Emergency Pocket Cards within close reach, etc

« Approved: Date
Title:

o Print Nam
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TEMPLATE B

Organizational Unit:

Critical Function:  Protection from loss of electronic data and paper files

IDirections: Complete the following for critical data, records, and/or files that will be needed to continue instruction and administrative operations
[Responsible Person
Type [Neme of Vital Record (Position Name) |Record Location |Preventative Action to Avoid Loss

Verification of Plan
© Plan Review and Approval:

* Plan Communication:

By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibilties have been clearly

communicated should a disruption occur.

Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit leaders/managers

Update the plan after census of each term. Conduct a test of this critical function at least once per term. For example, test recovery of a critical
function application or senver: test recovery of documents from back-up locations, etc

® Plan Updates:
« Approved: Date
« Print Name: Title:
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TEMPLATE C

Organizational Unit:

|Faculty Name:
Critical Function: ~ Protection from loss of faculty intellectual property and/or research
IDirections: Complete the following to identify the nature of the intellectual property and/or research, and what steps have been taken to prevent loss in the
‘event of an emergency situation
Type of Media;
Materials:Property _|Name / Description |Responsible Person _|Location of Back-up |Preventative Action to Avoid Loss

Verification of Plan

® Plan Communication:

By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibilties have been
clearly communicated should a disruption occur

Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit

leaders/managers

Within six months after plan completion conduct a test of this critical function. Faculty are advised to back-up their research and data on a

* Plan Updates:
routine basis as they deem appropriate

« Approved: Date

o Print Name: Title:
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TEMPLATE D

Organizational Unit
Critical Function:  Class Scheduling (SOC worksheet, class rosters, APDB, course syllabi and materials, etc.)

| Directions: ‘Complete the following for cri 1 data, records, and/or files that will be needed for class scheduling.
|Responsible Person
Type |Name of Vital Record (Position Name) |Record Location | Preventative Action to Avoid Loss
Verification of Plan
© Plan Review and Approval: By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibilities have been clearly
‘communicated should a disruption occur.
© Plan Communication: Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit leaders/managers
® Plan Updates: Update the plan after census of each term. Conduct a test of this critical function at least once per term. For example, conduct an exercise to test

recovery of documents from back-up locations, etc

« Approved: Date
Title:

« Print Name:
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TEMPLATE E

Organizational Unit:

Critical Function:  Student Advisement (contact information; student records)

|Directions: Complete the following for critical data, services, records, andlor files that will be needed for student advisement.
[Responsible Person

Type |Neme of Vital Record/Service (Position Name) |Record Location |Preventative Action to Avoid Loss

Verification of Plan

® Plan Review and Approval: By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibilties have been clearly
‘communicated should a disruption occur

© Plan Communication: Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit leaders/managers

® Plan Updates: Update the plan after census of each term. Conduct a test of this critical function at least once per term. For example, conduct an exercise to
test recovery of documents from back-up locations, etc

« Approved: Date

o Print Nam Title:
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TEMPLATE F

Organizational Unit:

Critical Function:  Community Service Programs
IDirections: Complete the following for critical data, services, records, andlor files that will be needed for community service programs.
[Responsible Person
Type |Neme of Vital Record/Service (Position Name) |Record Location |Preventative Action to Avoid Loss

Verification of Plan

® Plan Review and Approval:

* Plan Communication:

clearly communicated should a disruption occur

By signing below, each unit's senior level manager acknowledges that they have read the plan and understand responsibilties have been

Review the plan with your Administrative Council at least once per year. Distribute printed copies of the plan to appropriate unit

Update the plan after census of each term. Conduct a test of this critcal function at least once per term. For example, conduct an

leaders/managers
® Plan Updates:

exercise to test recovery of documents from back-up locations, etc
« Approved: Date
o Print Name: Title:
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