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I.  PURPOSE 
 

The purpose of this policy is to establish responsibilities and procedures for the Live Scan 
fingerprinting process in the areas of fiscal management, processing, and submission of 
electronic applicant fingerprint data, forms, and cash receipts to the California 
Department of Justice (“DOJ”). 

 
II. POLICY 
 

It is the policy of the Department of Police Services to accurately process and ensure the 
security of information provided by Live Scan fingerprint applicants for the appropriate 
Live Scan service being requested. 

 
III. PROCEDURES 
 

A. Areas of Responsibility  
 
1. The Manager of Parking and Transportation is responsible for ensuring 

the Department is in compliance with the Department’s and California 
DOJ policies.  (See Appendix “A” – California DOJ Terms and 
Conditions for Operating an Applicant Live Scan Terminal – for further 
details.) 

 
2. The Live Scan Coordinator is responsible for ensuring that all fingerprint 

operations and record transmissions meet DOJ data, image, and formal 
agreement requirements; ensuring the operators of the Live Scan 
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terminals are properly trained; and ensuring the proper handling and 
disposition of daily cash receipts.  He/she will also maintain liaison with 
the DOJ Fingerprinting Office and coordinate any updates required of the 
unit’s website, public information publications, and training program. 

 
3. The Live Scan Operator is responsible for processing the applicant 

information correctly to the DOJ and ensures accurate fees are charged 
and collected. 

 
4. The Department Financial Analyst is responsible for ensuring 

departmental fiscal policy and procedural compliance, and conducting 
audit checks on a quarterly schedule.  He/she will also ensure that all 
cash receivables and expenditures are received / paid in a timely manner.  
An audit check report will be provided to the Chief of Police each 
quarter. 

 
B. Operator Background Clearance 
 

1. Each operator of the Live Scan terminal who may have contact with the 
public, as part of the operation of the Live Scan terminal, must be cleared 
by a DOJ & FBI Live Scan fingerprint background check. 

 
2. All Live Scan terminal operators will undergo an in-depth background 

check, which will be conducted by a department approved background 
investigator. 

 
C. Training 
 

1. All operators of the department Live Scan terminals must be properly 
trained by either a DOJ fingerprinting unit trainer or by a Live Scan 
vendor.  Training will include system operation, data entry procedures, 
and fingerprint capture techniques.  Training may also be conducted by 
the department Live Scan Coordinator or experienced Live Scan 
operator.  

 
2. All departmental employees authorized to use a Live Scan device must 

complete the department’s Live Scan field training program.   
 

3. All members of the Live Scan unit will undergo customer service and 
other training as directed by the Chief of Police or his/her designee. 

 
4. See Appendix “B” – Live Scan Fingerprinting System Lesson Plan & 

Training Check Off Sheets – for further details of the University Police 
Department’s Live Scan in-service training program. 

 
D. Quality Control  
 

1. A comprehensive internal audit will be conducted by the Manager of 
Parking and Transportation Services and department Financial Analyst 
once a year.  Results of the audit will be forwarded to the Chief of 
Police. (See Appendices “C” – Annual Audit Checklist – for further 
details.) 
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2. The Financial Analyst will conduct a monthly verification of receipts and 

billings, with the assistance of the Live Scan coordinator.  The Chief of 
Police will be advised of any irregularities. 

 
3. The Live Scan Coordinator will conduct monthly accuracy checks in the 

processing of forms, logs, and other applicable paperwork within the 
Live Scan unit.  The Manager of Parking and Transportation Services 
will be advised of any irregularities. 

 
E. Security 
  

1. Records 
 

a. The Live Scan Coordinator will ensure strict compliance with 
applicable record security laws relative to the department’s use, 
retention, and dissemination of Criminal Offender Record 
Information (CORI). 

 
b. Only authorized Live Scan Operators and law enforcement 

management personnel with a “need to know” shall have access 
to Live Scan applicant record information.  Live Scan applicant 
record information shall not be released to anyone without the 
approval of the Financial Analyst and a member of the 
Command Staff. 

 
c. The Department of Police Services will retain Live Scan records 

for the current year and one year prior.  Records shall be purged 
accordingly from departmental files and shredded by the Live 
Scan Coordinator or his/her designee with the appropriate Live 
Scan background clearance. 

 
2. Devices and Data Line 
 

a. The Live Scan Coordinator will be responsible for ensuring the 
proper and legal use of the Live Scan terminal and 
communication line. 

 
b. Only authorized Live Scan (i.e., Biometrics4All Corporation) 

and telephone service technicians (ITR & AT&T) may 
repair/update device and line software and hardware 
components.  All servicing of the Live Scan system must be 
authorized by the Live Scan Coordinator or Information 
Technology (I/T) prior to initiation of work. 

 
F. Cash Management 

 
1. All checks and money orders received by the Live Scan Unit shall be 

endorsed on the day they are received. 
   

2. All cash receipts (including checks and money orders) shall be 
immediately placed into the live Scan cash register when received. 
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3. Daily receipts shall be counted and deposited into the Parking Division 

drop safe no later than the day.   
 
4. A “two-person rule” shall be utilized when accounting for and depositing 

daily receipts.  This process shall require the use of two department 
employees, excluding student assistants and one of whom must be a 
member of the Live Scan Unit, in the processing and depositing of daily 
receipts.  The deposit slips shall list the names of the employees who 
accounted for the deposited receipts. 

 
5. Refunds for services rendered are generally not allowed.  State, federal, 

and other outside fees are non-recoverable once the service is provided.  
The Chief of Police or his/her designee must approve of any refunds.  All 
granted refunds will be processed by the department’s financial analyst.  
(See Department Policy/Procedure number 03-O.A-003 – Fiscal 
Management and Agency-Owned Property – for further details of 
departmental fiscal management policies, procedures, and 
responsibilities as they pertain to Live Scan Unit operations.) 

 
V.  APPENDICES 

 
A. DOJ Agreement 
B. Live Scan Training Lesson Plan and Check Off Lists 
C. Live Scan Audit Form 
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Appendix “A” 
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Appendix “A – continued” 
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Appendix “A – continued” 
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Appendix “A – continued” 
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Appendix “A – continued” 
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Appendix “A – continued” 
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Appendix “A – continued” 
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Appendix “B” 
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Appendix “B – continued” 
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Appendix “B – continued” 
 

 
 
 



15 
 

  

 
Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 

 

 



20 
 

  

 
Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “B – continued” 
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Appendix “C” 
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